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SECRET//NOFORN

(U) Purpose of This Aid

(A FIUT) 1t is a core responsibility of each Soecial Agent 1o develop and maintain 3 HUMINT base
from which to collect vital information on FEI investigative and national intelligence priorities, including
idertifying, assessing the suitakility of, validating, and sperating Confidentizl Huran Sources. Saecial
Agents of the FBI operate Confidzntial Humar Sources to meet the criticzl mission of intelligence
collection in arder ta respond to investigative program priorities and t> national level and FRBI
intelligznce collaction requirements, Acditionzlly, the intelligence collected from these CHSs supports
the afforts of partner sgencias in law enforcement and intel igercs community members in order ta
support national security and law anforcament abjectives.

(W//FOUQ) norder to maet thase gosls, proactive measures must be undartaken to identify individuals
with the placemert and access to the in‘ormation needed to advance FBI investigative and intelligence
efforts. This aid & purposed towarc providing investigative and anglytical personnel with a tool to assist
In he identification of Confidential Human Sources. The aid focuses primarily on the assessing periian
of the CHS recruitment cyche.

(U) The CHS Recruitment Cycle

{5//NF] The recruitment process can ke broken down into sixevents or stages. These comprisa what is
known as the Recruitment Ciyele and they track & recruitment cperaticn from initiation to condusior.
Thase events can be corducted by a Special Agent. Ofter, however, recruitment is a “team” operation

with seve-zl agents, aralysts, and oFicers participating.
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(5//NF) CHS Recruitment Cycle — Definitions

Spotting— The pro-active and systematic search for individuals who can collect evidence or have
access to information that can fulfill a collection requirement,

Filtering — The active process of reviewing the access, suitability, susceptibility, accessibility, and
security issues associated with each potential CHS so that efforts can be focused on the most
appropriate individual.

Assessing — The ongoing process of analyzing both “spotted” pCHS and recruited CHSs. The
pCHS is assessed to identify a means to induce him/her into becoming a recruited CHS mainky
through identifying that person’s motivations and vulnerabilities. Aggsescment continues
throughout the recruitment cycle. Even after a CHS is recruited, hefshe will continue to be
assessed to determine how he/she is best handled and directed.

Developing — refers to the process that leads to a recruitment of a CHS. To accomgplish this, the
SA begins establishing and building 3 bond between the SA and the pCHS. The SA must make
contact with the pCHS and purposefully build rapport. The SA must also take non-alerting,
natural actions to manipulate and influence the pCHS into a seemingly personal relationship
thereby creating a situation which is conducive to a successful recruitment. Successful CHS
development begins with the first contact (sometimes called “The Bump”).

Recruitment — Refers to that point in time at which a target acknowledges to the SA, by word or
deed, that s/he agrees to provide the SA with information or services for which the target could

be criminally, socially or professionally sanctioned. The CHS has more at stake in the clandestine
nature to his relationship with the SA than does the SA. Once recruitment takes place, the 5A

will transform his relationship with the CHS from a personal one to a professional one between
the CHS and the SA.

Pitch — is an act whereby an 5A focuses on the benefits to the pCHS for accepting a

clandestine/confidential relationship, and then articulating those benefits to motivate the pCHS
to work for the SA,

Handling —executing of the tradecraft that allows a SA to collect information or services from a
CHS without the knowledge of the CHS's employer, family, organization, agency, etc. As part of
source handling, the SA may train the CHS in limited tradecraft techniques without revealing to
thee CHS tradecraft terminclogy.

Terminate — Closing a CHS with the intention of not operating that person any longer.

Turnover — Passing the CHS to another Agent or Agency because his/her usefulness for your
purposes has run out but the CHS may help others.
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(U) Assessing

(S//NF) Assessment is the process of analyzing & “spotted” recruitmant target. The FBIanaiyzes, or
“assesses”, the target to identify a means to induce him into becoming a recruited s, Additionally,
the Bureau assasses the target to more fully detarming the level of the target's accass to desired
information cr his zkility to parform a desired service. Assessment continues throughout the
rec-uitment cycle. Even after z target is recruited, the CHS will continue to be assestad to determine
how he it best handlad and directed,

{5//NF) During assessment, the agert will collect detailed backgrounc inforration on the target to
inchudz the target’s family situation, p ace of work anc position, employment and fnancial history, and
former resicences, The Bureau will slso attempt tc psychologically evaluate the target to determine the
target's motivations, mental stability end lovalties and will seek information on the target’s habits,
hobbies, interests, vices, aspiretions, emotional tias, and feelngs concerning his country, his career and
his employer. 'mportant'y, during assessment, the Bureau ccllzcts information not orlly sencerning the
target himsel’, but also the target's company, employer and family,

(S//NF) The F81 collects infermation concerning a target from two general categories of sources. The
first, and most important, s information collected through observation and conversation directly from
the targat hmself by the agent. An agent ascessing a target can sometimes show his true purposa by
appearing to have an nordinate intereet in a tzrget’s personal life.

{S//NF) A second calego-y of information collectec concerning a terget is that information collected
from &ll sources other than the target. This second catepory includes information collected frem other
indwduals who are either CHSs themselves or simply unwitting contacts. Alio \nchuded in this catagory
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directories. Other We_stgatﬁe '_ec-mq..les can also provice valuable information.
(S//NF) When a potential CHS is identified or approaches any USG official and states his/her desire to
hela the USG, efforts to determine his/her bana fides 2egin. The three questions regarding bona fides
that mus? be addressed are: (1) 's the CH5 who he/she claims to be? (2) Does the CHS have the access

he/she claim:? (3] Is the THS free from exte-nal control? Initial efforts are sometimes conducted under
severe ime constraints, and often before the CHS has provided any spec fic information.

['”} Lomponents of 355555:':19

{S//NF) The assessment arocass is the mechanism by which the Special Agent continually evaluates
severzl aspects of the CHS. As coverad in the Spotting ard Filtering Program Aid (link here), the aspects
of the PCHS or CHS that must be essessed are: access, suitability, susceptiility, accessibility, and
security. This is also the proper lime to assess the authenticity of the pCHS.

AUTHENTICITY - Wher a potential CHS k& identified or approaches any USG official and states
his/har desire to help the USG, efforts to datermine his/her bona fides begin. Tha three questions
regardirg bona fioes that must be addressed are: [1) Is the CHS who 92,'the claims to be7 (2) Daas
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the CHS have the acces: hefshe claims? (3] s the CHS free from external control? Initial efforts are
sometimes conducted under severe time constraints and often before the CHS has providec any
specific information.

ACCESS = It s of critical import that you verify the access your CHS has to the information vou need,
or the iters you need access to. This applies equally to PCHSs and existing CHSs. With respect to a
PCHS, your spotting and fikering process was based on \nformaticn not obtained fror the individual
urider consideration. During that process you made 3 determination that the PCHS now under
consideration kad accees to your information/item of need. Now is the time 1o confirm that access
with the PCHS him/harsalf,

With respect tc an existing CHS, you must cont nually reassess their access. CHS operations history
is rife wth examples of CHSs whose access had waned/or been el minated yet continued to be

operated

SUNTABILITY - Eroadly speaking, suitability regards the character, ntelligence, anc competence; of
the pCHS: asking “does the indivdual have the appropriate attributes to perfform as a CHS? " I 15
irpartant 1o evaluste whether thare ara vu nerzbilities present that might create reliability issues
or invite potential hostile exploitation? Such conside-zt ons mey bleed into the "Security” criterion,
below.

SUSCEPTIBILITY - The likelinood that the ndividual will acceot recruitment as a FBI CHS against
targeted nformat on. Evaluating susceptibility requires an aralysis of possible motivations, biases,
Ife experiences, and other factors relevant to the wi lingness of the indvidual to become a CHS.

ACCESSIBILITY - Ability of th2 FB! tc gain acces: to the individual for the purpose of assessmen:, and
for development to potential recruitment.

SECURITY - Assassment of operational security and counterintelligence risks, ' the event that the
individual rejects contact with FBI. or proves not susceptib'e to recruitment. it is important to
assess whether the individuals’ lovalties are to our adversary. ‘Wrat if the individual bacomas aware
of FBI interest ard objectives, but the individual's loyalties prove to be to our adversary?

{S//NF) Categones of informatior 1o assess, as previously mentionad, include Character 8 Personality,
Farndy, Education, Career, Attitudes, Belie's, and Aspirations. Below are aress from which to collect
information pertairing to each cf these categories:

Character and Personality:
Hobbies Religion
Marals/Values System Vices
Health/Emctional State Temperament
Risk Taker Reliabil ty
rtegrity Discretion
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Self Esteemn Communications Style
D meanor Physical Appearance
Likeable Sensitivities

Social Pressure Food, Smoke, Drink
Passive/Agaressive Shy/Curining

Litestyle Persons Admired
Cultural Differences Language

Mon-Verbal Communication Cuecs

Famiby:
Marital Status Family Influence
Fidelity Family Approval
Extended Family Relatives
Domestic Issues Children
Family Obligations:
Education Needs Elderly Care
Education:
Lewvel Specialized Training
Languages Clubs
Professional Organizations Trade Schools

Military Service/Training

Career:
POSITION Goals
Career Progression Travel
Job Satisfaction Stress
Mentors & Colleagues Reputation

Altitudes, Beliets, and Aspirations:

Fmployment/&urhaority Political Vieas
Religious Views Blas/Prejudice
Financial Goals Conforrmity

(5//NF) Understanding the Motivations of your PCHS or CHS is of great import as well. Be it money,
greed, patriotism, your understanding of an individual’s motivations will provide you with the words or
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actions you need to inspire an individual to do something that they may not othorwise do. Motivation is
samething that must be addressed frequently with your CHS. As put by Zig Ziglar, “PEOPLE OFTEN SAY
THAT MOUTIVATION DOESN'T® LAST. WELL, MEITHER DOES BATHING = THAT'S WHY WE RECOMMEMND |1
DAILY.” Below is a list of some common motivations:

ratnonsm/idealogy Lesire 1o Be Heard
Greed/Envy Increase Social Status
Adventure/Adronalin Opportunity
Education Family Well Being
Desire To Contribute Desire For & Change
Something te Prowve Recognition

Meeds/ Wants Money

Revenge

{UW//FOUO] Be cognizant of the fact that not all mativations are necessarily noble or good, and that
thera may ke strong cultural influgnces invo ived as well.

{S//NF) Understanding your PCHS or CHSs vulnerabdities is alsa of value. Simply put, a vulnerability is a
percaived waakness, which is prone to criticism or attack if exposed. Below is a st of common
vulnerabilities:

Moncy lssues infidelity
Sub-Par Abilities/Poor Performer Estrangement
Ostracism Boredom/Lonely
Depression/Panic rear

Social Status/Lack Of Prejudices
Addictions Social Deviances

Fear Of Discovery (all of abowve)

(3//NF} While some may state thal a vulner ability is something that cen be exploited to motivate a CHS
1o cooperate, it is generally much more productive to work from a CHS' s motivations. Exploiting a
vulnerability may be an easy win for the source handler, but as the CHS is inherently the loser in this
equation, it sets the stage for future failures. In this type of relationship, there will be a constant battle
for operational control of the CHS. Exploiting a motivation, by contrast, builds a collaborative
relationchip with your CHS. Operatinnal control, by extension, is rarely an issue.

(U//LES) Operational Behavioral Assessment of CHSs:

{U//LES] Of the thousands of FBI criminal, counterintelligence and counterterrorism CHSs, a large
number are being used in cases of significant national importance which entail substantial personal risk.
Te maximize the success of thase CHSs, ansure their safety and minimize the potential for danger or
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other complizations, it is imperative that we develop a comprehensive understanding of their
backgrounds, capabrlities and vulnzrabilities, We must make cetain that the operations i1 which they
are being used are consistent with their abilizies, temperament and lifestyle, One of the best ways to
begin to undersiand & CHS is to conduct an operational behavioral zssessment.

(U//LES) An operatioral behaviora assacsment i< a formal process cesigned to understand a CHS's core
personality. The process invelves examining a CHS's integrity, balief system, thought and Jecision.
malkcrg processet anc level of social/emotional maturity. Particular amphasis is placed on gaugirg
his/her abilty to handle stress and adapt te changa. Krowledge of thase featuras car graatly sssist
handl ng agets in succassfully directing and managing thair CHSS.

(U//LES) Context is important. A good operational behavioral assessment must take into account the
unique relationship between thz CHS and the handling agent. Experierce has shown that this dynamic is
critical to mission success. Often, communication between the two s simoly a matter of sperding time
together and l2amirg to adaot to each other's personality. However, trouble czn arise when there |s
ether a clash of personalities or when there is pocr communication. 'n some instances, a CHS may
exhidit compelling benavioral problems that require attertion and management.

(U//_ES) Operational dehavioral assessments may be used either in li2u of conducting an operational
Lest or as a means to assist in the deve.opment of formal _evel 1 operational testing scenarios.

(U) METHODOLOGY

(U//LES) Presently, CHS operationsl benavioral assessmerts are being concucted by erperienced
Behavioral and Operational Specia ists who have an average of 20~ years of practical law 2nforcement,
intelligence and/or behavioral/mental health experience.

(U//_ES) Tha CHS gperationa’ behavicral zssessment process is labor-intensive and takes approximataly
five (=) days fo complete, After coordination with YOTU, & handling agent will submit an EC requast t
his/her Squad Superv sor and Program ASAC for approval to initiate the process. Once approved and
scheduled by VOTU, the OH4S Operational Bahavioral Assessmert begins with a comarehensive review of
relevart background materal irciuding the CHS filas, and case filss by vOTU psychiatrict/paychoiogists
and oaerational specialist followed by an on-sita v sit. Substartial time is deveted to debriefing case
agents and CHS hasdlers prior to the CHS interdew.

{W//LES) The CHS interview Is usually conducted in a location avray from the field office. The requesting
Fiele O ce is responsiblz for costs of the CH5 meeting room. The environment and setting for this
inteniew is critical and should be ccordinated with VOTU Operational Behavioral Assessment staff or
PM ¥ there are any questions. Field offices are authorized ard encouraged to wse CHS furds for this
expense, Depending on the individual CHS, a psychologicel test may be adminstered. After the interview
is completed and the behavioral azsessment team has had time to compare their observations and
impressions, they will meet with fizkd office persennel and provide @ debriefng. This will be Followed by
a fermal, written report.
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Elicitation Technigues

{3//NF) As provided earlier, it is important that this information be collected from the CHS or PCHS in as
natural a fashion as possible. An agent assessing a target can sometimes show his true purpese by
appearing to have an inordinate interest in a target’s personal life. Elicitation is the art of using naturally
appearing conversation to advance rapport and obtain information that you wish to learn from another.
Elicitation iz a focused and planned activity. Similar to many martial arts practices, it is used with
flexibility and real-time assessment. it allows the practitioner to use or not use whatever ks presented
by the other individual. It exploits opportunity. At the same time, it is manipulative and proactive. it is
not a separate and isolated ckill, but is integral to a process that mixes in the right amount of
enthusiasm, empathy, friendliness, helpfulnecs, atrention, serinusness, and often humar, It adjusts for
cultural and individual hiases and consideratinns and includes verbal and nonverhal eommunication.
Ralow are ceveral plicitation taechnigques coitable for use in this process:

Give 1o Get

You provide some information to someone with the hape that this will encourage them to
provide you with similar information about them. For example, you tell someone about
foreign travel that you made with the hope that they will tell you about foreign travel they
made. Or you talk about your military service to encourage them to reveal whether or not
they served In the mdiltary.

Me Same - ¥You Same

When you ke aboul an inlerest {opiniondsiluation, elc ) thal youw lagel has, you lell
them that you share that interest with them. In some cases where you know litle about
the activity or topic, you at least are interested in leaming or trying it Example "I didn't
realize that you're a trout fisherman. | love trout fishing.”

Flattery/raise

You use flattery or praise with the target. A little praise goes a long way. Flattery and
praise usually has the effect of making your interlocutor feel good. It can also have the
effect of ancouraging them to tell you more. Take care not to over use this technigque
because doing 30 can make you sppear disingenuous and have a negative effect on the
elicitation and developmental process "l really enjoyed your presentation and was
impressed by how you took such a complex issue and made it understandable.”;
“You have such a pleasant voice on the telephone.”

Assumption

You make a comment that containg an assumption and which is designed to evoke a
response from the other person that would likely confirm or refute your assumption.
“How does your husband feel about all of the traveling that you do¥~ The
assumption being that the porson iz married,

SECRET//NOFORN



SECRET//NOFORN

Attributicn

Youmake a stalement which you att-ibute te another source. The berefit is that it gets a
topic on the tabla and provides you & small degrze of segaration frem the statement *J
read in the newspapar that.... (Fill in the blank).”; “I heard on the radio that... ™
Someone from Iran told me that....." “One of my university professors said . ." |
heard that the Government of Zimbabwe has become unstable and is on the verge

of collapse.®
[eception

¥ou defberate’y mislead or misinform the indivicual in an efort to elther advance rapport
ath them cr obtain infornation fram them. 1 aiso holidayed in the Franch Riviera
and would like to go back there soon.” ~| met Donald Trump at a charity dinnar
and he said some interesting things..." ahemale usage. “Sorry to disturb you, but
! was sitting here awhile ago and believe | may have left my sunglasses behind,*

Provocation

Youmake a comment or statement that is designed to provoke & spentaneocus response
of iabuttal from your interecutor whe can net let your comment go unchallerged Thus
they will 1ell you more.. “I've noticed that most pecple from your country have
difficulty grasping the nuances of American culture.™; "I think soccer is a great
sport for people who want to play a sport, but don't have much athleticism,”

[Visagreement

You disagree with your irterdecuter with the goal of causing him/her to further explan
their position, or to stimulate further discussiontanter. One must be careful howaever,
ol 1o anvoy the other person. *You made a good point, but | don't believe that the
program will accomplish its objectives.”

Increduliry

You express disbelief with the indvicual's comments with the goal of encouraging them
0 ted you maore to prove their point. “Something doesn® quite add up here. | find it
hard o believe that the cutcome was as you said.”

Fragmantary

Youmake a fragmertary commert or oullined an information gap with the hope that your
nierocutor will complete the thought - fill in the gap. “Obviously things didat go
according to plan. And the reason for this was clear......”

Confidenca

Teling someone scmething in confdence sncourages them to likewise take you into their
confidence  There are varying degrees of conficences. Soma are approprizte for
somaone you don't know well others are not. They can be humorous or sericus.
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{Dwring a break at a Waining course to another attendee): "The information is waorthwhile, but
I'm not sure we need to be here for three days.” (To someone you just met at a social
sefting) “Just befween us, I'm a little uncomfortable. This isn't the sort of event that |
usually go to.”

(U) Authorized Purposes

[(U//FOUD) As the Assessment process applies to both patential and established CHSs, one of two
authorized purposes must exist. With respect to PCHSs, a Type 5 Assessment must be open, for existing
CHSs, the assessment process occurs from within that CHSs file.
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